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83 Remote Procedure Call
Runtime Win32k Microsoft Defender 10
9 6 3
CVE
CVE-2021-1647 Microsoft Defender N/Y/D
CVE-2021-1658 RPC Runtime N/N/L
CVE-2021-1660 RPC Runtime N/N/L
CVE-2021-1666 RPC Runtime N/N/L
CVE-2021-1667 RPC Runtime N/N/L
CVE-2021-1673 RPC Runtime N/N/L
Microsoft SharePoint Server N/N/M
CVE-2021-1707
CVE-2021-1709 Windows Win32k N/N/M
Windows Remote Desktop Protocol N/N/L
CVE-2021-1674
“ " [Y/Nl/ [Y/Nl/
[D/M/L/U/NA]
Y Yes
N No
D 0-Exploitation detected 0-
M 1-Exploitation more likely * 1-
L 2-Exploitation less likely ** 2-
U 3-Exploitation unlikely *** 3-
NA 4-N/A 4-

CVE-2021-1647 Microsoft Defender

2 “ Exploitation More Likely”



% CVE-2021-1707
% CVE-2021-1709

CVE-2021-1709 CVE-
2021-1646
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83 CVE-2021-1709 CVE-2021-
1646 CVE-2021-1647 Microsoft
Defender 2

“ Exploitation More Likely”

CVE-2021-1707
CVE-2021-1709
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0.0
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1 CVE-2021-1647 Microsoft Defender

Microsoft Defender

ID | CVE-2021-1647

Microsoft Defender

Defender
CVE-2021-1647

Microsoft Malware Protection Engine

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-1647




2 Remote Procedure Call Runtime

‘ ‘ Remote Procedure Call Runtime



4 CVE-2021-1709 Windows Win32k

Windows Win32k

ID | CVE-2021-1709

Win32k

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-1709

5 CVE-2021-1674 Windows Remote Desktop Protocol

Windows Remote Desktop Protocol

ID | CVE-2021-1674

Windows RDP

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1674
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Windows Microsoft Update

1 “ " Windows “ "

2 “ " “ Windows " Windows 8 Windows

8.1 Windows Server 2012 Windows Server 2012 R2

[13 WindOWS ” 13 ” _> 113 ” _>H WindOWS
3 113 ”
4
[13 WindOWS ” _>“ ”
SsSuU “ Microsof
t ”
Windows 7 Windows Server 20
08 Windows Server 2008 R2 1

https://msrc.microsoft.com/update-guide/releaseNote/2021-Jan


http://www.catalog.update.microsoft.com/Search.aspx?q=KB4565554
http://www.catalog.update.microsoft.com/Search.aspx?q=KB4565554
http://www.catalog.update.microsoft.com/Search.aspx?q=KB4565554

5.1
2021.01.13.1
2021.01.13.1
04:00-06:00
5.2
3.0.0113.12585 ID
0x5d93, Microsoft Windows Defender (CVE-2021-1647);
0x10020BAC, Microsoft SharePoint Server (CVE-2021-170
[k
-> ->
5.3
NDS3000/5000/9000
Microsoft Defender (CVE-2021-164
7) Microsoft SharePoint Server (CVE-2021-1707)
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